








27.  Six days after the hearing, the California Attorney General indicted Dunn,
Hunsaker, DeLia, and two private investigators involved in both iterations of Project Kona.*® A
few months after that, Congress passed the Telephone Records and Privacy Protection Act of 2006,
a law that criminalizes “knowingly and intentionally obtain[ing], or attempt[ing] to obtain,
confidential phone records information of a covered entity, by making false or fraudulent
statements or representations to an employee of a covered entity.” 18 U.S.C. § 1039(a)(1). That
law, as the text suggests, only prohibits pretexting, not the use of email trackers.

28.  After Congress enacted the TRPA, the Arizona legislature went a step further,
passing a law that addressed both methods used by HP's investigators. Like the federal law, this
new Arizona law prohibits any person from procuring or conspiring with another to procure “a
telephone record™ of residents without consent. But, in addition, the new law also prohibits
procurement of any “communication service record” (including email records) of “any resident of
this state without the authorization of the customer to whom the record pertains, or by fraudulent,
deceptive, or false means.” Ariz. Rev. Stat. Ann. § 44-1376.01. And while Congress declined to
include a private right of action in the federal law, the Arizona legislature allowed residents to

pursue civil remedies. Ariz. Rev. Stat. Ann. § 44-1376.04(2).

B. Email Pixels

29. Despite Arizona law prohibiting the practice, companies still embed trackers
within emails without first obtaining consumers’ consent. Indeed. “[a] 2018 Princeton study on
email tracking tested over 12,000 emails from 900 senders offering mailing list subseriptions and
found that 70% contained trackers.”

30.  These trackers, known as “spy pixels.” enable companies to learn information about
the email transfer, including when and where the email was opened. Pixel are used to log when
the recipient accesses the email and can record the number of times an email is opened, the IP
address linked to a user’s location. and device usage.”!

31.  The use of spy pixels is a “grotesque invasion of privacy” according to industry
advocates.*?

32.  To activate a spy pixel. recipients only need to open the email. The recipient does
not need to directly engage with the pixel—when an email is opened the tracking pixel is
automatically downloaded.*

33. A spy pixel is typically a 1x1 (one pixel high by one pixel long) image. “The spy

pixel is so small it is basically impossible to see with the naked eye.”*
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